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Executive Summary

In May 2018, Coronet released a first-of-its-kind report entitled Cybersecurity in the
City: Ranking America’s Most Insecure Metros with the primary purpose being to
help small and medium-sized businesses understand and quantify various cyber
risk factors. The inaugural report, ranked Las Vegas, Memphis and Charlotte as the
top three most insecure cities and Norfolk-Portsmouth-Newport News; GreensboroWinston Salem and Richmond, VA as the least vulnerable metros.
Since the publication of that report, cyber threats to small businesses have increased
exponentially, with 43% of all cyber incidents now either directly or indirectly impacting
small businesses, according to Verizon’s 2019 Data Breach Report. In total, the
cybersecurity firm 4iQ projected that authentic and new breaches of small businesses
increased by an astounding 425% in 2018 from the previous year. This reality is
devastating for America’s 30.2 million small businesses, 83% of which lack the funds to
deal with the aftermath of a cyberattack, according to InsuranceBee.
In this follow up report entitled Cybersecurity in the City: Where Small Businesses
are Most Vulnerable to Cyberattack, we again rank America’s 50 largest cities from
most cyber insecure to least vulnerable.
The focus of this report, however, is to expose how network, device, cloud apps and
email threats and vulnerabilities, when combined, are impacting small and mid-sized
businesses within specific geographic locations.
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The Methodology

To generate this report, Coronet collected and analyzed data from:
•

One million endpoints spanning all operating systems

•

24 million networks (public and private)

•

320,000 SaaS accounts (Dropbox, Box, Slack and Salesforce)

•

270,000 Gmail and Office 365 email accounts

The data, which was collected and analyzed over the previous 12 months, originated
from over 93 million security events that were automatically mitigated by Coronet. In
total, each event represented vulnerabilities that could be exploited by adversaries to
gain access to cloud data, steal data or damage it. The events included:
•

Malicious Wi-Fi and cellular networks

•

Misconfigured or vulnerable endpoints

•

Bot attacks, phishing, malware and ransomware both in cloud services as well as
in emails

The data was aggregated and evaluated based on potential damage that could be
caused by attackers and existing vulnerabilities in the 50 most populated Designated
Market Areas (DMAs), which together account for almost 70% of the entire U.S.
population. The ranked results have been aggregated into regions which closely
resemble Nielsen DMAs. Coronet ranked each city that was analyzed from most
insecure to least vulnerable, with the most insecure cities scoring a 6.5 and above.

Threat Index Score
Based on the 93 million security events that were identified and mitigated, as well as
a vulnerability analysis, Coronet aggregated and subsequently standardized a Threat
Index score. Specifically, the Coronet Threat Index score was developed based on
seven distinct device vulnerabilities and connectivity infrastructure scoring.
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The Methodology

Device Vulnerabilities – Coronet assigned each endpoint device a vulnerability score
based on weighting of seven distinct security posture factors, including:
1.

Active and updated anti-malware

2.

Active and updated firewalls

3.

Password protection for device/OS access

4.

Trusted OS (i.e. from legit source and not rooted/jailbroken)

5.

Trusted apps

6.

Disk/storage encryption

7.

Privileged user account and permissions

The greater the vulnerabilities attributed to a unique device, the higher the
vulnerability score it was assigned. For each metro, we averaged the device
vulnerability score for all devices within one kilometer. The Device Vulnerability Score
has a risk range of 1 to 5 (the higher the score the higher the risk) that reflects the
average vulnerability level of endpoint devices in each city.
II. Connectivity Infrastructure Scoring – Coronet scanned Wi-Fi and cellular
networks for threats, attackers and vulnerabilities. Threats were then identified and
ranked based on their potential to cause damage. Networks and nodes were also
evaluated for vulnerabilities and misconfigurations, as well as for wrong routing and
spoofing – all of which are susceptible to data leaks, phishing messages and other
attack scenarios. This risk score was used for conditional access to corporate services.
The Network Risk Score has a risk range of 1 to 5 (the higher the score the higher the
risk) and takes into account the probability of connecting to a risky Wi-Fi network in
this region and the individual risk within each specific network.
For each DMA, Coronet combined and standardized the device vulnerability score
with the infrastructure vulnerability score to generate an overall Threat Index score.
Using a risk range of 0-10 (the higher the score, the higher the risk), Coronet was
able to identify the vulnerability level of both endpoint devices and infrastructure in
the region. The combination of the two elements resulted in the risk level of a user
accessing data on the cloud, or by logging in to various sites. The final Threat Index
score also takes into account the probability of a user connecting to risky Wi-Fi
networks and the individual risk in specific infrastructure.

5

CYBERSECURITY IN THE CITY: WHERE SMALL BUSINESSES ARE MOST VULNERABLE TO ATTACK

The Methodology

Small Business Network & Device Threats & Vulnerabilities
Coronet analyzed one million endpoint (devices) of its customers sensors for anti-virus
status, firewall status password protection, and other potential risks. For devices, antivirus represents an employee’s best defense against the spread of malicious code.
Without it, users are susceptible to:
•

Data loss

•

Credential theft

•

Ransomware

•

Other threats of severe consequence to business continuity

In addition, failing to secure networks and devices invites unauthorized users to
compromise the integrity and confidentiality of data. Most insecure devices are an
easy target for attackers seeking to compromise or exfiltrate personal and business
information and use it to their advantage.
The averages for each city study are:
•

4% of endpoints attempting to access cloud apps had no password

•

1% of endpoints attempting to access cloud apps had no anti-virus protection

•

1% of endpoints attempting to access cloud apps had outdated anti-virus
protection

Additionally, Coronet classified networks as medium and high-risk based on the
discovery of unencrypted, unsecured or improperly configured Wi-Fi networks. Such
network vulnerabilities enable attackers to:
•

Obtain access credentials

•

Deliver malware,

•

Snoop or sniff device communications that might unintentionally share important
information with adversaries

Further, rogue Wi-Fi networks are increasingly being used for phishing attempts, and
to bring users to various malicious websites.
The averages for each city study are:
•

8% of devices attempting to access cloud apps did so from a medium-risk
network

•

3% of devices attempting to access cloud apps did so from a high-risk network
6
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The Results

For the second consecutive year, Las Vegas remains America’s most insecure city.
Houston, Birmingham and West Palm Beach - Ft. Pierce also retain their distinction as
three of America’s most cyber insecure cities.

Most Cyber Insecure Cities for Small Business
DMA

2019
Threat Score

2018
Threat Score

2019
Ranking

2018
Ranking

Ranking
+/-

Las Vegas

10

10

#1

#1

-

Houston

9.44

9.2

#2

#4

-2

New York

9.36

8.3

#3

#11

-8

Miami-Fort Lauderdale

9.12

8.2

#4

#14

-10

Harrisburg-Lancaster-Lebanon-York

8.99

7.8

#5

#19

-14

West Palm Beach - Ft. Pierce

8.88

8.9

#6

#8

-2

Hartford-New Haven

8.79

8.2

#7

#13

-6

Birmingham

8.7453

9

#8

#6

+2

Indianapolis

8.745

8.3

#9

#12

-3

Sacramento-Stockton-Modesto

8.741

7.8

#10

#17

-7
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The Results

Least Vulnerable Cities for Small Business
Salt Lake City takes over the ranking of America’s least vulnerable city from Richmond,
VA. St. Louis and Seattle remain two of the least vulnerable cities for cybersecurity for
the second consecutive year.

DMA

2019
Threat Score

2018
Threat Score

2019
Ranking

2018
Ranking

Ranking
+/-

Salt Lake City

6.92

6.5

#50

#47

-3

St. Louis

6.97

6.3

#49

#51

-2

Seattle-Tacoma

7.06

6.3

#48

#52

-4

Austin

7.08

6.7

#47

#42

-5

Albuquerque-Santa Fe

7.09

6.4

#46

#50

-4

Phoenix

7.1

6.5

#45

#49

-4

Oklahoma City

7.24

6.8

#44

#41

-3

Cincinnati

7.29

6.6

#43

#44

-1

Columbus (OH)

7.32

6.7

#42

#43

-1

Cleveland-Akron

7.33

7.2

#41

#32

+9
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The Results

Most Improved Cities for Small Business

DMA

2019
Threat Score

2018
Threat Score

2019
Ranking

2018
Ranking

Ranking
+/-

Jacksonville

8.25

8.9

#20

#7

+13

Memphis

8.69

9.8

#14

#2

+12

Charlotte

8.71

9.8

#13

#3

+10

DMA

2019
Threat Score

2018
Threat Score

2019
Ranking

2018
Ranking

Ranking
+/-

Norfolk-Portsmouth-Newport News
(VA)

7.74

5.2

#32

#54

-22

Greensboro-High Point-Winston
Salem (NC)

7.59

6.2

#34

#55

-21

Baltimore

8.73

7.4

#11

#26

-15

Highest Risk Escalation
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America’s Most Insecure Cities for Small Business

10

SacramentoStockton-Modesto
As the capitol region of the state with
the world’s fifth largest economy
and a booming healthcare sector,
the Sacramento metropolitan area is
fertile ground for attackers with various
motivations. In 2017, Sacramento’s mass
transit system was hit with ransomware,
while in 2019, the Modesto city school
district incurred costs of almost $500,000
to recover from two cyberattacks.

7% of users access cloud apps from devices with no password,
almost 75% higher than the national average
3% of users access cloud apps from devices without anti-virus or
without updated anti-virus, 3x’s greater than the national average

3.5% of users access cloud apps from high risk networks, 1.5x’s
the national average

9

Indianapolis
Indianapolis boasts jobs across fours
industries that are at the forefront of
cyberattacks - healthcare, manufacturing,
engineering and technology. Last
year, the Indiana Executive Council on
Cybersecurity authored a strategic plan to
reduce risk, which once fully implemented,
could help improve the city’s ranking
dramatically.

7% of users access cloud apps from devices with no password,
almost 50% higher than the national average

2% of users access cloud apps from devices without anti-virus or
without updated anti-virus, almost 3x’s greater than the national
average

4% of users access cloud apps from high risk networks, almost
1.5x’s greater than the national average
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America’s Most Insecure Cities for Small Business
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Birmingham
Indianapolis boasts jobs across fours
industries that are at the forefront of
cyberattacks - healthcare, manufacturing,
engineering and technology. Last
year, the Indiana Executive Council on
Cybersecurity authored a strategic plan to
reduce risk, which once fully implemented,
could help improve the city’s ranking
dramatically.

8% of users access cloud apps from devices with no password,
50% higher than the national average
2% of users access cloud apps from devices without anti-virus or
without updated anti-virus, 3x’s greater than the national average
4% of users access cloud apps from high risk networks, 1.5x’s
greater than the national average

7

Hartford - New Haven
The Hartford-New Haven metro is known
as the insurance capital of the world,
home to Aetna, Mass Mutual and Travelers
Insurance among many others. With
broad access to personally identifiable
information (PII), insurance companies,
especially healthcare insurance, rank
among the most targeted industries in the
world year in and year out.

9% of users access cloud apps from devices with no password,
more than 50% higher than the national average

16% of users access cloud apps from medium-risk networks, 2x’s
greater than the national average

4% of users access cloud apps from high risk networks, 1.5x’s
greater than the national average
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America’s Most Insecure Cities for Small Business
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West Palm Beach Ft. Pierce
The West Palm Beach suburb of Riviera
Beach was at the epicenter of the
cybersecurity debate earlier this year when
it agreed to pay a $600,000 ransom. This
decision was widely criticized as potentially
being a precedent-setter that could
encourage more attacks on municipalities.
The cities elderly population, high density
of tourists, and known-vulnerabilities
at President Donald Trump’s “Southern
Whitehouse” (Mar-A-Lago), continue to keep
the region’s cyber risk well above average.

6% of users access cloud apps from devices with no password,
almost 50% higher than the national average

14% of users access cloud apps from medium-risk networks, 2x’s
greater than the national average
9% of users access cloud apps from high risk networks, more than
3x’s greater than the national average

5

Harrisburg-LancasterLebanon-York
A different study earlier this year ranked
Pennsylvania as the second worst state
for cyberattacks, with 195 cyberattack
victims for every 100,000 people. Like
Sacramento, risk proliferates in this region
due to the high number of government
and healthcare industry jobs.

6% of users access cloud apps from devices with no password,
50% higher than the national average

2.5% of users access cloud apps from devices without anti-virus
or without updated anti-virus, almost 3x’s greater than the national
average

17% of users access cloud apps from medium-risk networks,
almost 2.5x’s the national average
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America’s Most Insecure Cities for Small Business

4

MiamiFort Lauderdale
As a hotbed for international trade and
tourism, a strong healthcare industry and
a booming tech scene - combined with
an above average elderly population the South Florida region offers a bit of
everything for attackers. Notably, Miami’s
Key Biscayne community was hit with a
major cyberattack earlier this year.

7% of users access cloud apps from devices with no password,
50% higher than the national average
18% of users access cloud apps from medium-risk networks,
almost 2.5x’s the national average

7% of users access cloud apps from high risk networks, almost 3x’s
greater than the national average

3

New York City
The financial capital of the US, New York,
has always been one of the most targeted
cities from a cybercrime perspective and
fell barely outside of the top 10 last year.
Collateral damage to small businesses
when cybercriminals target large media
and financial institutions is exacerbated
because of the extreme physical density
of this city.

8% of users access cloud apps from devices with no password,
50% higher than the national average

3% of users access cloud apps from devices without anti-virus or
without updated anti-virus, 3x’s greater than the national average

20% of users access cloud apps from medium-risk networks, 2.5x’s
the national average

7% of users access cloud apps from high risk networks, almost 3x’s
greater than the national average
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America’s Most Insecure Cities for Small Business

2

Houston
Houston is a hotbed for the oil & gas and
energy industries, which have no shortage
of legacy, vulnerability-prone networks
and industrial control systems that were
never built for interconnectivity but are
now online. Earlier this year, Houston’s FBI
office announced a new regional initiative
to help protect this critical infrastructure
sector from an anticipated increase in
cyberattacks.

3% of users access cloud apps from devices without anti-virus or
without updated anti-virus, 3x’s greater than the national average

18% of users access cloud apps from medium-risk networks, more
than 2x’s greater than the national average

8% of users access cloud apps from high risk networks, 3x’s greater
than the national average

1

Las Vegas
Sin City ranks as the country’s most cyber
insecure city for the second year in a row,
again exceeding the national average in
every network and device vulnerability
category. Once again, the use of public
Wi-Fi in hotels, restaurants and casinos,
combined with the State of Nevada’s
vastly underfunded cybersecurity budget,
help propel Las Vegas to the distinction
as America’s most cyber insecure city.
Earlier this year, Las Vegas’ Mayor Carolyn
Goodman signed a resolution vowing not
to pay ransoms in the future.

3% of users access cloud apps from devices without anti-virus or
without updated anti-virus, 3x’s greater than the national average

27% of users access cloud apps from medium-risk networks, 3x’s
the national average

8% of users access cloud apps from high risk networks, 3x’s the
national average

14

CYBERSECURITY IN THE CITY: WHERE SMALL BUSINESSES ARE MOST VULNERABLE TO ATTACK

Complete Rankings

DMA

2019
Threat Score

LAS VEGAS

10.00

HOUSTON

9.44

NEW YORK

9.36

MIAMI-FORT LAUDERDALE

9.12

HARRISBURG-LANCASTER-LEBANON-YORK

8.99

WEST PALM BEACH-FT PIERCE

8.89

HARTFORD-NEW HAVEN

8.79

BIRMINGHAM

8.75

INDIANAPOLIS

8.75

SACRAMENTO-STOCKTON-MODESTO

8.74

BALTIMORE

8.74

LOS ANGELES

8.72

CHARLOTTE

8.71

MEMPHIS

8.70

PORTLAND, OR

8.68

RALEIGH-DURHAM

8.59

WASHINGTON, DC-HAGRSTWN

8.55

CHICAGO

8.44

PHILADELPHIA

8.36

JACKSONVILLE

8.25

TAMPA-ST PETERSBURG-SARASOTA

8.18

BOSTON

8.09

PITTSBURGH

8.03

SAN DIEGO

8.03

NEW ORLEANS

7.99
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Complete Rankings

DMA

2019
Threat Score

ORLANDO-DAYTONA BEACH-MELBOURNE

7.98

DENVER

7.91

DALLAS-FORT WORTH

7.85

MILWAUKEE

7.85

LOUISVILLE

7.84

MINNEAPOLIS-SAINT PAUL

7.82

NORFOLK-PORTSMOUTH-NEWPORT NEWS

7.74

NASHVILLE

7.65

GREENSBORO-HIGH POINT-WINSTON SALEM

7.59

DETROIT

7.57

GRAND RAPIDS-KALAMAZOO-BATTLE CREEK

7.56

SAN FRANCISCO-OAKLAND-SAN JOSE

7.54

GREENVILLE-SPARTANBURG-ASHEVILLE

7.54

KANSAS CITY

7.43

ATLANTA

7.39

CLEVELAND-AKRON

7.33

COLUMBUS, OH

7.33

CINCINNATI

7.29

OKLAHOMA CITY

7.25

PHOENIX

7.19

ALBUQUERQUE-SANTA FE

7.09

AUSTIN

7.08

SEATTLE-TACOMA

7.07

SAINT LOUIS

6.97

SALT LAKE CITY

6.93
16

CYBERSECURITY IN THE CITY: WHERE SMALL BUSINESSES ARE MOST VULNERABLE TO ATTACK

What Changed the Rankings Year-to-Year?

Many factors impact the changes in ranking. Among them we saw:
•

Corporate breaches prompting collateral damage as we detailed in this article.

•

An increase in endpoints analyzed from 250,000 to over one million

•

A full year’s worth of data (As compared to 6 months in the previous report)

•

Technology improvements that now allow us to measure the impact on cloud and email traffic

Reducing Small Business Risk

Despite proliferating risks, there are several security tactics that smaller companies can implement to
protect their business, customers and communities from cyberattacks. These include:
Conduct a risk assessment to help identify and address any vulnerabilities in hardware or software. A
basic assessment should include an inventory of all devices and connections, including an evaluation
of apps, software, how the technology is being used, and what processes are in place. These
assessments can often uncover gaps in security or vulnerabilities that nobody was aware of.
Security awareness training - Small businesses must prioritize education for themselves and their
partners. This includes establishing policies on how company technology is to be used, learning to
identify threats, and to how to protect devices and applications.
Make small tech investments - Company stakeholders must ensure that operating systems are
updated, strengthen passwords, use two-factor authentication, and deploy data breach protection for
cloud apps and email. While this sounds like a lot of work, there are consultancies, such as MSPs and
MSSPs, which can be cost-effective options.
Create an incident response plan - Because there is a strong chance that an attack will happen, an
incident response plan should be established and followed in the event of a data breach. This plan
should address how customers and stakeholders are informed, what remediation steps should be
taken and how to learn from the event in order to prevent it from occurring again.
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About Coronet

Coronet is a world leader in providing small and mid-sized businesses with cyber defense for their
email, cloud applications, any endpoint, and data leakage prevention. Coronet’s platform uses AI to
detect and mitigate threats, eliminating the need for a security team to chase down security events.
Provided as a subscription service, with nothing to install on premises, Coronet brings enterprise
grade cyber defense to organizations at an affordable price, eliminating the complexity and laborious
nature of traditional security platforms. It is also the first cybersecurity company to offer cyber
insurance policies to its users of up to $500,000 at no extra charge Coronet grew to over 3 million
users in 2019.
For more information on how Coronet can protect your small business, visit www.coro.net.

to get started with Coronet, go to www.coro.net/signup
www.linkedin.com/company/coronet/
@coronetworks
www.facebook.com/coronetworks/
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